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Art Unit: 2135 

(DETAILED ACTION 

1. Claims 1-24 are pending in the application. 

2. Below, Examiner has pointed out particular references contained in 'the prior 
art(s) of record in the body of this action for the convenience of the applicant. Although 
the specified citations are representative of the teachings in the art and are applied to 
the specific limitations within the individual claims, other passages and figures may 
apply as well. Applicant should consider the entire prior art as applicable as to the 
limitations of the claims. It is respectfully requested from the applicant, in preparing the 
response, to consider fully each reference in its entirety as potentially teaching all or 
part of the claimed invention, as well as the context of the passage as taught by the 
prior arts or disclosed by the examiner. 



Claim Objections 

1 . The following claims are objected to for lack of antecedent basis. 

a.) Claim 2- line 3, Claim 3- line 26, Claim 4- line 4, Claim 6- lines 2-3, 

Claim 7- line 2, Claim 8- line 3, Claim 15- line 3, Claim 16, line 2, Claim 
17- lines 2 and 4, Claim 18- lines 2 and 4, Claim 21- line 3, Claim 22- 
lines 2, 3, and 4, and Claim 23- line 4 recite the limitation "the piece of 
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code of the one or more pieces of code." "The piece of code from the 
database" would make the claim less ambiguous. 

Drawings 

1 . The objection to the drawings with respect to Figures 1 and 2 has been 
withdrawn in view of the replacement drawing sheets filed on 3/7/2007. 

However, after further review, Figure 3 should also be designated by a legend 
such as -Prior Art- because only that which is old is illustrated. See MPEP 
§ 608.02(g). Corrected drawings in compliance with 37 CFR 1.121(d) are required in 
reply to the Office action to avoid abandonment of the application. The replacement 
sheet(s) should be labeled "Replacement Sheet" in the page header (as per 37 CFR 
1 .84(c)) so as not to obstruct any portion of the drawing figures. If the changes are not 
accepted by the examiner, the applicant will be notified and informed of any required 
corrective action in the next Office action. The objection to the drawings will not be held 
in abeyance. 

2. The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) 
because they do not include the following reference sign(s) mentioned in the 
description: Fig 4A- jumping application security system 50, jumping application 
controller 64. Corrected drawing sheets in compliance with 37 CFR 1.121(d) are 
required in reply to the Office action to avoid abandonment of the application. Any 
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amended replacement drawing sheet should include all of the figures appearing on the 
immediate prior version of the sheet, even if only one figure is being amended. Each 
drawing sheet submitted after the filing date of an application must be labeled in the top 
margin as either "Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1.121(d). If 
the changes are not accepted by the examiner, the applicant will be notified and 
informed of any required corrective action in the next Office action. The objection to the 
drawings will not be held in abeyance. 



Double Patenting 



1 . The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. A nonstatutory 
obviousness-type double patenting rejection is appropriate where the conflicting claims 
are not identical, but at least one examined application claim is not patentably distinct 
from the reference claim(s) because the examined application claim is either anticipated 
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 
USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1 .321 (c) or 1 .321 (d) 
may be used to overcome an actual or provisional rejection based on a nonstatutory 
double patenting ground provided the conflicting application or patent either is shown to 
be commonly owned with this application, or claims an invention made as a result of 
activities undertaken within the scope of a joint research agreement. 

Effective January 1 , 1 994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). 
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Claims 1-24 are rejected on the ground of nonstatutory obviousness-type double 
patenting as being unpatentable over claims 1-24 of U.S. Patent No. 6,931,550. 
Although the conflicting claims are not identical, they are not patentably distinct from 
each other because they either recite a concomitance of the claim features, or they are 
obvious modifications thereof. 

The central computer further comprising means for monitoring the security of the 
mobile application as the mobile application jumps between the first and second host 
computers teaches a security module that controls the security of a jumping application, 
the means for monitoring further comprising, means for inspecting an access control list 
of the mobile application to determine if code of the mobile application is marked as 
immutable, and means for replacing immutable code with code known by the central 
computer to be safe teaches a database that contains one or more pieces of code and a 
description of each piece of code, wherein each piece of code implements a particular 
behavior; and wherein the security module further comprises instructions that replace 
code from the jumping application that implements a first behavior with a piece of code 
from the database into the jumping application that implements the first behavior. 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 



1 
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(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



2. Claim 24 is rejected under 35 U.S.C. 102(e) as being anticipated by Freeman 
(US 6,330,588), hereafter "Freeman". 



3. Considering Claim 24, Freeman discloses a computer-implemented method 
comprising: receiving a jumping application at a server column 6- lines 45-59) 
during a jump from a first host to a second replacing code in the jumping 
application that implements a particular behavior with a piece of code that 
implements the-particular behavior in the jumping application so that the jumping 
application has the particular behavior when it is executed by the second host 
(column 14- lines 7-18); and forwarding the jumping application to the second 
host (column 6- lines 45-59). 



Claim Rejections - 35 USC § 103 



1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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2. Claims 1-23 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Jansen et al. (NIST Special Publication 800-19 - Mobile Agent Security), hereafter 
"Jansen" in view of Walsh (US 6,233,601), hereafter "Walsh", in further view of 
Freeman. 

3. Jansen and Walsh were provided by the applicant in IDS papers filed on 
2/14/2005 and 3/1/2004, respectively. 

4. Considering Claims 1, 5, 9, 14, and 20, Jansen discloses a computer 
implemented jumping application security console (p. 9- lines 34-39, p. 14- lines 
2-7, reference monitor) that maintains the security of a jumping application that is 
jumping between one or more hosts connected to the security console (Fig. 1, p. 
14- lines 2-25), the security console comprising: a security module that controls 
the security of a jumping application (p. 14- lines 2-25). 

Jansen does not disclose a database that contains one or more pieces of code 
and a description of each piece of code, wherein each piece of code implements 
a particular behavior; and wherein the security module further comprises 
instructions that replace code from the jumping application that implements a first 
behavior with a piece of code from the database into the jumping application that 
implements the first behavior. 
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Walsh does disclose a database that contains one or more pieces of code and a 
description of each piece of code (column 2, lines 23-25, column 4, lines 25-28 
and 37-38), wherein each piece of code implements a particular behavior 
(column 4, lines 64-67, column 5, lines 1-5). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the teachings of Jansen by a 
database containing one or more pieces of code and a description of each piece 
of code, wherein each piece of code implements a particular behavior for the 
benefit of improved agent operation and to reduce the network overhead (Walsh- 
column 2, lines 31-32). 

The combination of Jansen and Walsh does not explicitly disclose the security 
module further comprises instructions that replace code from the jumping 
application that implements a first behavior with a piece of code from the 
database into the jumping application that implements the first behavior. 

Freeman does explicitly disclose a database that contains one or more pieces of 
code and a description of each piece of code (column 2- lines 30-46, column 8- 
lines 38-39 and 58-67, column 14- lines 45-57, Fig. 2- item 204) the security 
module further comprises instructions that replace code from the jumping 
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application that implements a first behavior with a piece of code from the 
database into the jumping application that implements the first behavior (column 
13- lines 35-50, column 14- lines 7-18). 

■ 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the combination of Jansen and Walsh 
by replacing code from the jumping application that implements a first behavior 
with a piece of code from the database into the jumping application that 
implements the first behavior for the benefit of enabling the trusted resource to 
operate substantially protected from corruption (Freeman- column 14- lines 7-9) 



5. Considering Claims 2, 6, 10, 15, and 21, the combination of Jansen, Walsh, and 
Freeman discloses the instructions that replace code further comprises 
instructions that remove any existing code in the jumping application and then 
instructions that insert the piece of code that implements the particular behavior 
into the jumping application (Walsh- column 4, lines 37-38, column 8, lines 32- 
36). 

6. Considering Claims 3, 7, and 16, the combination of Jansen, Walsh, and 
Freeman discloses the security module further comprises instructions for 
receiving a request for a piece of code, by a host, that implements a particular 
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behavior for a jumping application (Walsh- column 4, lines 30-35, Freeman- 
column 7- lines 50-55). 

7. Considering Claims 4, 8, 13, 19, and 23, the combination of Jansen, Walsh, and 
Freeman discloses instructions that store a list of the code removed from the 
jumping application (Jansen- p. 15 lines 15-21, Freeman- column 12- lines 18- 
35), the instructions to replace the code further comprises instructions that 
remove the code from the jumping application (Freeman- column 14- lines 7-18, 
Walsh- column 4, lines 30-35), and instructions that insert the piece of code into 
the jumping application based on the list of code removed from the jumping 
application (Freeman- column 14- lines 45-67, Walsh- column 4, lines 37-38, 
column 8, lines 32-36). 

» 

8. Considering Claims 11 and 17, the combination of Jansen, Walsh, and Freeman 
discloses the request further comprises generating a query, by a host to a 
security console, of the pieces of code contained in a database of the security 
console and selecting, by the host, the piece of code to be replaced in the 
jumping application (Walsh- column 6, lines 49-52, column 5- lines 49-57). 

9. Considering Claims 12, 18, and 22 the combination of Jansen, Walsh, and 
Freeman discloses the replacing the code further comprises downloading the 
piece of code to the host in response to the selection of the piece of code by the 
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host and inserting the piece of code, by the host, into the jumping application to 
implement the particular behavior (Walsh- column 6, lines 6-17 and 49-62). 

Response to Arguments 

1 . Applicant's arguments with respect to claims 1-23 have been considered but are 
moot in view of the new ground(s) of rejection. 

* 

Conclusion 

1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

■ US 6,065,039- Dynamic synchronous collaboration framework for mobile 
agents. 

■ US 5,930,514- Replacing modified code with trusted code. 

■ US 7,082,604- Utilizing autonomous mobile agents. 

■ US 2003/0126457- Software is replaced with secure version every time. 

■ US 6,006,328- Replacing vulnerable code. 

■ 6,711,583- Restore. 



a 
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2. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Randal D. Moran whose telephone number is 571-270- 
1255. The examiner can normally be reached on M-F: 7:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571,272-1000. 



Randal D. Moran 
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